
































 

 
 
 

 

 
 

 

 
February 5, 2014 
 
 
 
Honorable Senator Al Franken 
United States Senate 
309 Hart Senate Office Building  
Washington, DC 20510 
 
Dear Senator Franken: 
 
Thank you for your January 15, 2014 letter to James Dimon, Chairman and CEO of JPMorgan 
Chase & Co. (“Chase”). Chase welcomes the opportunity to respond to your inquiries, and to 
share with you additional information regarding payment network data security and our 
current and contemplated practices, including with respect to Europay MasterCard Visa 
(“EMV”) technology.   
 
Chase shares your concerns about evolving security threats to U.S. payment systems. As you 
note in your letter, we, and others in the financial services industry are working to improve card 
payment security and, as discussed in more detail below, have made notable progress on a 
number of fronts, including EMV and other technologies.  However, as recent events 
demonstrate, there is more to be done across the marketplace, including completing the 
transition to EMV technology as soon as practicable, which Chase fully supports.   

 
It is in everyone’s best interest, including Chase’s, to fully implement EMV technology 
throughout the U.S. card-based payment system in an expedited fashion.  However, as you 
note, the transition to EMV technology must be handled in a way that ensures the advantages it 
offers are as effective as possible.  As discussed in more detail below, there are several 
significant challenges to overcome in order to fully and effectively transition to EMV 
technology.  Proceeding before these challenges have been resolved will result not only in a less 
effective implementation, but likely also will cause significant extra expense for card issuers and 
merchants in the form of multiple card re-issuances, repeated equipment replacements and/or 
re-programming, as well as significant inconvenience to cardholders. 

 
Chase will do all it reasonably can to help all stakeholders overcome these challenges and to 
identify, develop and implement additional solutions designed to make the U.S. payment 
systems more secure, convenient and reliable for consumers, merchants and financial services 
providers.   
 
You understandably have asked several questions about EMV technology.  To help put our 
responses to your questions in the broader context we want to provide a high level overview of 
EMV technology and certain aspects of the U.S. payment card system. 
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What Is EMV Technology 
 

Each EMV-enabled debit and credit card contains a built-in security chip that utilizes a form 
of cryptography to authenticate the card, card issuer and the data stored on the card.  The 
chip itself performs three key functions: (i) stores information, (ii) performs transaction –
related processing, and (iii) provides cryptographic authentication that helps protect 
sensitive data.  EMV technology allows card issuers and merchants to verify the card’s 
authenticity during each transaction, and when combined with a PIN or signature to verify 
the cardholder’s identity, results in a higher degree of certainty that the transaction is not 
fraudulent.   

 
To implement EMV technology, credit and debit cards must carry the security chip, and 
point-of-sale terminals where the cards are presented must be able to read the chip.  
Historically, card issuers have borne the cost of issuing and replacing cards, and merchants 
have borne the cost of purchasing and maintaining the point-of-sale terminals. 

 
Other Considerations 

 
As noted above, EMV is the latest technology for point-of-sale terminals, offering more security 
to help prevent card skimming, counterfeit replication and other types of “card-present” 
fraudulent attacks and indeed, has proven to be a significant tool in the effort to reduce 
marketplace fraud for card-present transactions.  However, EMV technology is only part of the 
solution and will not preclude all fraudulent credit and debit card transactions.  In particular, 
EMV will not reduce fraud in connection with “card-not-present” transactions.  In fact, the 
migration to EMV technology likely will result in increased card-not-present fraud.  In Europe 
where EMV is more widely utilized, fraud has shifted from card-present transactions to online, 
card-not-present transactions.  Given the ongoing expansion of online shopping the 
marketplace must develop one or more separate solutions to protect against fraud aimed at 
these transactions.  To this end, Chase is investing in “tokenization” solutions that will enhance 
the effectiveness of our anti-fraud efforts for both card-not-present and traditional card-
present retail transactions.  With tokenization, when a consumer enters their card number into 
a web or mobile site for payment, instead of being used directly, the card number is 
transformed into a cryptographic “token” that cannot be used for any purpose other than that 
single transaction.  The token, therefore, is useless to criminals who may steal the token in 
transit, or through a data breach. 

 
Furthermore, U.S. payment systems comprise a wide variety of participants.  In addition to the 
traditional parties (issuing banks, card networks, merchants/retailers, merchant acquirers, 
processors) there are a number of newer non-bank entrants providing mobile payment 
solutions, electronic wallets, online payment tools and related services.  Banks are subject to 
robust regulatory examination and oversight to safeguard consumers, as well as meaningful 
capital requirements; the same is not true for many of the newer, non-bank entrants.  It is 
imperative that any solution addressing payment network security include a clear set of rules, 
and consistent regulatory standards for all payment system and market participants.  
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Moreover, security protocols and transaction processing requirements impact all of these 
participants and each must be involved in developing solutions and uniform standards.  If not, 
transaction processing security, efficiency and cost will be adversely affected.   
 
Responses to Your Inquiries 
 

 

1. What is the status of your institution’s transition to EMV cards? 

Credit Cards 

Chase currently has more than 1.7 million EMV-enabled credit cards issued out of 
approximately 75 million cards in circulation.  Consistent with payment network guidance to 
the marketplace, Chase has been developing the necessary technological capabilities to issue 
EMV-enabled credit cards across our portfolio, and expect that work to be completed by early 
2015.  Once that work is completed and validated, Chase plans to begin transitioning the credit 
card portfolio to EMV-enabled cards. 
 

Debit Cards 
There are two significant obstacles impeding Chase’s transition to EMV-enabled debit cards.  
First, as you likely are aware, in July 2013 a Federal district court held that certain key elements 
of Federal Reserve Regulation II, which implements the Durbin Amendment to the Dodd-Frank 
Act and imposes in relevant part new requirements and restrictions related to network routing 
of debit card transactions, are invalid (NACS v. Board of Governors of the Federal Reserve 
System).  The Federal Reserve has appealed this decision to the U.S. Court of Appeals for the 
D.C. Circuit. This litigation has created tremendous uncertainty as to what the applicable rules 
and standards will be.  If the appellate court upholds the district court’s findings, the Federal 
Reserve likely will revise Regulation II and could very well mandate that each debit card be 
enabled to support transactions on two signature networks, which simply is not possible today.  
Until the outcome of this litigation is clear and network routing rules are final, debit card issuers 
and networks cannot establish and promulgate definitive, Regulation II compliant EMV 
programming parameters, without which issuers are not in a position to produce EMV-enabled 
debit cards.   
 
Second, current global EMV standards afford the cardholder the choice of which network the 
transaction will be routed over, if a card is enabled for more than one network.  However, 
Regulation II takes an entirely different approach and provides that the merchant has the right 
to decide over which network the transaction will be routed.  Solutions to this issue, providing 
for merchant routing of multiple unaffiliated networks on EMV-enabled cards utilizing a single 
EMV application exist, but there is not yet a common industry standard. Accordingly, both card 
issuers and merchants are reluctant to incur the significant but necessary development costs 
associated with transitioning to EMV-enabled debit cards until a definitive global industry 
standard is developed and adopted by all stakeholders.  
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Due to the uncertainty as to applicable network routing regulatory requirements created by the 
pending Regulation II litigation, as well as the lack of industry consensus on standards, Chase 
has not yet issued any EMV-enabled debit cards nor finalized a timeframe for enabling EMV on 
debit cards.  We currently estimate that we will begin issuing EMV-enabled debit cards in 2015, 
assuming the Regulation II litigation is resolved and uniform standards are adopted by mid-
2014.  
 

Merchant Services 

Chase Paymentech, our merchant acquiring business (“Paymentech”) has been deploying EMV-
enabled point-of-sale devices since April 2012, when it began fully supporting EMV for Visa, 
MasterCard and American Express cards.  In addition, Paymentech has been fully supporting 
EMV for Discover cards since 2013.  Since 2012, Paymentech has processed over 180,000 EMV 
credit transactions, representing $24 million in transaction volume. 
 
Paymentech also has deployed many point-of-sale devices that are EMV capable but not yet 
enabled, and work is underway to get those devices certified to accept EMV transactions.  
However, the Regulation II issues referenced above must be resolved before full 
implementation can occur with respect to debit transactions. 

 

2. When will all cards issued by your institution be EMV cards or include similar security 

features? 

As stated above, Chase has been developing the necessary technological capabilities to issue 
EMV-enabled credit cards across our portfolio, and expect that work to be completed by early 
2015.  Once that work is completed and validated, we plan to begin transitioning the credit card 
portfolio to EMV-enabled cards as current cards expire at the end of their normal three-year 
reissue cycle.  Following that timeline, Chase expects most of our credit card portfolio to be 
EMV cards by the end of 2017. 
 
With respect to debit cards, once industry standards are adopted and Chase completes 
necessary technological development, Chase would begin issuing EMV-enabled debit cards for 
new cards issued from that point forward and would issue EMV-enabled replacement debit 
cards to current cardholders as current cards expire at the end of their normal three-year 
reissue cycle.  Accordingly, if we are able to begin implementation in early 2015, the vast 
majority of our 34 million debit card portfolio would be EMV-enabled by the end of 2017. 

 

3. What incentives do you provide to consumers, retailers, and financial institutions to 

encourage data security and the use of more secure cards? Have these been effective? 

Chase provides a robust suite of digital alerts to consumers to notify them of “out of pattern” 
activities that may indicate their credit card or debit card information has been compromised.  



Page 5 of 8 
February 5, 2014 

 

These alerts have been effective at identifying fraudulent activity earlier and, therefore, 
reducing fraud losses.   
 
Chase has made significant investments in authentication capabilities to prevent criminals from 
gaining access to consumers’ credit and deposit accounts and information, including multi-
factor authentication online and voice biometrics in call centers.  In addition, we have made 
large scale investments in technology to identify “out of pattern” activity. 
 
In addition, beginning in October 2015 the payment networks will shift liability for certain 
fraudulent transactions to the party with the least secure system.  This will be an incentive, 
particularly for large retailers, to adopt EMV technology as doing so will insulate them from 
liability, as between retailers and card issuers, for fraud chargebacks resulting from counterfeit 
or lost/stolen cards. 
 
For some time Paymentech has provided, for no charge, fully EMV capable/enabled “Future 
Proof” terminals to merchants newly enrolling with Paymentech through Chase branches.  
Paymentech also provides incentives to its existing merchants that upgrade to the Future Proof 
terminal.  Paymentech also offers additional data security products – incorporating end-to-end 
encryption and tokenization– to its merchants for a fee. 

 

4. Could you expedite the transition process to EMV cards? What would the costs and 

benefits be to doing so? 

Chase could accelerate the re-issuance of our existing credit and debit cards, and thereby 
expedite the transition to EMV.  However, there are a number of contingencies to delivering 
this acceleration, including concerns about the supply of chips in the market – especially if all 
issuers are trying to accelerate their transition.  Moreover, the additional security EMV cards 
offer is contingent on merchant adoption of EMV card acceptance.  Without merchant 
adoption, there is no added security – just the transition of liability for fraud losses beginning in 
October 2015 as noted above.  Other activities, including enhanced cyber security efforts, issuer 
and merchant employee training and consumer education, will be necessary. 
 
In addition, with respect to debit cards, there is the added challenge of ATM enablement as 
most debit cards also function as the customer’s ATM card.  There are approximately 450,000 
ATMs in the United States operated by a wide array of banks and non-financial entities.  Chase, 
which maintains the largest U.S. ATM network at present, only owns or has branded 19,500 of 
these machines.  Similar to merchants, until all ATMs are enabled to accept and process EMV 
cards, much of the additional security EMV technology affords will not be realized. 
 
Chase has several initiatives underway to make our own ATM fleet EMV-capable, including 
hardware remediation and software certification.  Most of Chase’s ATM fleet will be EMV-
capable by mid-2014.  Chase is currently certifying Maestro (MasterCard’s non-U.S. ATM brand) 
cross border ATM EMV card transactions for the April 2013 Maestro cross-border liability shift 
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and plans to enable Maestro cross-border transactions at most ATMs later in 2014.  We are still 
planning certification for the other networks, which will correspond with future ATM EMV 
liability shift dates (currently October 2016 for all other MasterCard cards, and October 2017 
for all Visa cards).   
 
While the aggregate EMV migration costs are significant (e.g., Chase alone anticipates spending 
over $500 million to move our entire credit card and debit card portfolios to EMV cards), we do 
not anticipate significant incremental additional costs for accelerating migration efforts, 
assuming there is sufficient chip supply, common industry standards are adopted and the 
Regulation II litigation is resolved.  
 
Merchant adoption, as well as adoption by ATM owners and operators, is the key to expediting 
the EMV transition.  The primary impediments to quick merchant adoption are the Regulation II 
network routing uncertainties described above and, of course, cost.  Merchant costs include 
hardware, system development, and implementation.  The benefits include a more secure 
means of authentication for retail point-of-sale transactions but, as discussed above, not card-
not-present transactions.  Similarly, the primary impediment to quick ATM adoption is the lack 
of a common industry solution to support existing ATM network routing rules.   

 

5. What other improvements are you pursuing to protect consumer data and prevent 

fraud? 

Based on trends observed in other countries following EMV adoption, we expect criminals to 
change their focus to perpetrating fraud in channels where the card is not present (e.g., 
internet and telephone orders).  Since EMV technology does not prevent fraud in these card-
not-present channels, Chase is pursuing opportunities to (a) increase the amount of 
information merchants provide to card issuers for each card-not-present transaction such as 
the consumer’s history with the device being used for the purchase and contents of the 
shopping basket and (b) leverage additional technology solutions to authenticate the person 
attempting a transaction.  Chase is also working on developing tokenization capabilities, as 
mentioned above.   
 
Chase has also implemented robust programs to protect consumer data, and to prevent and 
detect fraud. Chase operates an extensive cyber security and incident response program to 
secure our infrastructure and data in alignment with regulatory and industry standards, and to 
monitor and respond to existing and emerging threats.  Our IT risk management function helps 
ensure Chase is responsive to information technology and systems risks.  Chase’s Global 
Security and Investigations group provides sophisticated fraud detection insight which enables 
Chase to identify early indicators of potential fraud.  These programs and practices have 
enabled faster mitigation efforts and notification capabilities, and enhanced protection for our 
customers.  Finally, Chase operates a privacy program to protect consumers and their data.  All 
of Chase’s security and privacy programs are subject to regulatory requirements and oversight. 
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6. What are the main impediments to the adoption of EMV cards and other security 

improvements? 

As discussed above, the main impediments to adoption of EMV cards and other security 
improvements are (a) merchant acceptance of EMV cards, (b) the Regulation II issues and 
uncertainties, (c) costs, (d) supply of chips to support all payment cards outstanding, and (e) 
availability of technological and human resources necessary to meet marketplace and 
regulatory commitments. 

 
Adding EMV chips to debit and credit cards is part of a broader set of solutions necessary to 
enhance the U.S. payments systems’ security.  Even if every credit and debit card included an 
EMV chip today, retailers and other merchants, and ATM owners, must update their terminals 
and systems to accept EMV card transactions. But to do so, the marketplace needs clear and 
consistent rules to follow.  
 
Moreover, the current solutions under discussion are designed to support multiple unaffiliated 
PIN point-of-sale networks only, which is consistent with current Regulation II.  However, if the 
pending Regulation II litigation ultimately results in Regulation II being revised such that each 
debit card must be enabled for two unaffiliated signature networks, no industry solution yet 
exists.  In any event, Chase is supportive of existing efforts to develop a common standard.     
 
 
 
 
 
 
 
 
Chase agrees that the critical task of protecting Americans’ consumer data is a shared 
responsibility, and we appreciate your recognition of our efforts in this regard.  It is clear that 
financial institutions, payment networks, merchant acquirers, retailers, ATM owners, bank 
regulators and other government officials must work together to help ensure U.S. payment 
systems are as secure, convenient and reliable as possible.  As discussed, this is a very complex 
topic with multiple stakeholders, numerous considerations and no single approach that readily 
works for all parties.  Accordingly, Chase will continue our efforts and we look forward to 
further discussions and helping to develop collaborative solutions.   
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Thank you for the opportunity to respond to your inquiries and to contribute to this very 
important dialogue.  If you have additional questions or would like to discuss in more detail, 
please ask your staff to contact Jason Rosenberg, Director of Federal Government Relations, at 
202-585-6320 or at jason.m.rosenberg@jpmchase.com. 
 

 

Sincerely,  

 

 
Eileen Serra 

CEO, Chase Card Services 

Consumer & Community Banking 

 

 

 
Mike Passilla 

CEO, Merchant Services 

Consumer & Community Banking 

 

 

 

 

Barry Sommers 

CEO, Consumer Bank 

Consumer & Community Banking 

 

mailto:jason.m.rosenberg@jpmchase.com
















 

February 5, 2014 
 
 
The Honorable Al Franken 
Chairman  
Senate Judiciary Subcommittee on Privacy, 
Technology and the Law 
309 Hart Senate Building 
United States Senate 
Washington, DC 20510 
 
 
Dear Senator Franken, 
 
Thank you for your January 15, 2014 letter regarding the importance of protecting Americans’ personal 
information. As we have seen in recent breaches, whether it’s information related to payment cards or 
personally identifiable information contained in customer databases, cyber criminals will seek to infiltrate 
any vulnerability to access this data. When they are successful, criminals steal more than money; they 
steal peace of mind. At Visa, nothing is more important than trust in the payment system. 
 
For more than 50 years, across the globe Visa has enabled people, businesses and governments to 
make and receive payments efficiently and securely. As a result of the industry’s security investments, 
we’ve seen fraud rates decline by more than two-thirds over the past two decades. Our collective success 
in maintaining the trust and confidence of consumers comes from an ability to work together, share 
information and coordinate our defenses. 
 
Visa believes the protection of consumer data is the shared responsibility of all parties, including payment 
networks, financial institutions and merchants. The industry secures payment card data through a layered 
approach because no single solution can eradicate fraud. It takes the combination of technology, 
processes and people to guard account information from enterprising and well-funded cyber criminals.   
 
At Visa, we continually invest in a number of measures to protect and devalue information. Some of these 
security measures include end-to-end encryption, tokenization and risk-based authentication among 
others. We also deploy technologies to help identify and prevent fraud. One such technology investment 
is a service that provides an instantaneous rating of a transaction’s potential for fraud to the financial 
institution that issued the card, including whether it was part of a reported data security compromise. This 
rating occurs as part of the transaction authorization and enables the issuer to make a more informed 
decision about whether to accept or decline the transaction, based, in part, on this sophisticated 
evaluation. Our advanced fraud analytics are unique to the U.S. and have helped to identify and prevent 
billions of dollars of fraud. 
 
It is important to highlight that, when fraud does occur, consumers are always shielded from liability for 
unauthorized Visa purchases. Visa and our financial institution partners have a zero liability policy for 
consumer credit and debit cards – protection that goes beyond what’s required by Federal law and 
exceeds the protection offered by some other payment solutions including certain ACH or PIN debit 
networks.  
 
 

Ellen Richey 
Chief Enterprise Risk Officer  
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But our work is never done. Keeping pace with criminals will always require the investments of many 
aligned toward a common purpose. We are committed to working collaboratively with financial institutions 
and merchants to foster a secure payments environment, including promoting the adoption of EMV as 
part of the industry’s approach to safeguarding payment card data in the United States.   
 
Below are the responses to the important questions you raised. Thank you for the opportunity to share 
this information.  
 
Sincerely,  
 

 
Ellen Richey 
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1) What is the status of your transition to the EMV technology? 

 
Visa supports the adoption of EMV technology in the United States. We view EMV as an 
important piece of a multilayered approach to security that introduces dynamic authentication for 
the face-to-face, card-present environment and helps mitigate counterfeit fraud. If stolen, dynamic 
data is less valuable to criminals, making our nation’s retailers less of a mark for hackers.   
  
We think it is important for the payments system to move to dynamic authentication; but as we 
have seen in other parts of the world, it requires the support of all parties involved – merchants, 
financial institutions, processors and the networks.  
 
Globally, other markets originally adopted EMV chip because expensive telecommunications 
infrastructure prohibited their ability to conduct real-time network authorizations as occurs on 
virtually all transactions in the United States. As a result, a technology was needed that 
conducted security checks between the card and terminal; thus the emergence of a microchip. 
Today, there are 1.6 billion active EMV chip cards used for credit and debit payments at 15.4 
million EMV acceptance terminals deployed around the world. Globally, 36 percent of cards in 
market and 65 percent of terminals in stores are based on the EMV standards.

i
   

 
While the United States has had success in managing fraud using sophisticated technology to 
conduct security checks behind the scenes and through significant investments to secure account 
data wherever it resides, we recognized the need to do more. That’s why in August 2011, Visa 
announced a series of initiatives to accelerate the migration to EMV chip technology in the United 
States as outlined in response to your second question below. Visa’s roadmap supports a variety 
of cardholder verification methods, including signature, PIN and no authentication, to 
accommodate the various different environments that payment cards are accepted in today.  

 
It is important to recognize EMV is but one piece of a comprehensive approach to data security 
and is not a solution to all challenges, especially Internet shopping and other card-not-present 
environments. Visa has worked with financial institutions and the merchant community as we 
have developed our timeline for implementing EMV, and we are committed to continued 
collaboration with industry partners in support of the transition. 

 
2) When will all issuers and acquirers on your network be required to issue and/or process 

EMV cards? 
 
Visa’s EMV roadmap does not mandate the adoption of chip, but instead provides important 
marketplace incentives to encourage adoption by Visa financial institutions and merchants. As 
part of our incentive program, we put in place a liability shift that makes the party that has not 
deployed EMV capabilities responsible for any resulting counterfeit fraud, effective October 1, 
2015 (for most point-of-sale environments), and October 1, 2017 (for Automated Fuel Dispensers 
and ATMs, which are more complicated and expensive terminals to replace). As an additional 
step toward EMV readiness, last year Visa worked with all U.S. Visa acquirer endpoints to ensure 
they are capable of supporting merchant acceptance of EMV chip transactions. As a result, 
acquirers representing 95 percent of Visa’s payment volume have been certified to support EMV 
chip processing. This is a key milestone in the EMV implementation process.   
 
It is important to recognize that the investment required by merchants, acquirers and issuers is 
substantial. Often, investments such as these are easier for larger stakeholders than smaller 
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ones, and we are mindful to allow enough time for this change to occur without disadvantaging 
smaller merchants or issuers, or disrupting the ability for consumers to transact as these 
conversions occur.   

 
3) What incentives do you provide or plan to provide to encourage consumers and retailers 

to use more secure payment methods? Have these been effective? 
 
As part of the EMV migration roadmap, Visa has instituted a U.S. liability shift for domestic and 
cross-border counterfeit card-present point-of-sale (POS) transactions, effective October 1, 2015. 
Fuel-selling merchants and ATMs will have an additional two years, until October 1, 2017, before 
a liability shift takes effect, given their more complex terminal environments. Currently, counterfeit 
fraud in the face-to-face, card-present environment is typically absorbed by card issuers, with 
partial reimbursement in some cases where a breached entity is found not to be compliant with 
the PCI Data Security Standards. With the liability shift, if a contact chip card is presented to a 
merchant that has not deployed, at minimum, a contact chip terminal, liability for counterfeit fraud 
will shift to the merchant's acquirer. It is typical for the merchant acquirer to pass the fraud 
expense on to the merchant. If a magnetic stripe only card is presented to a merchant who has 
deployed a contact chip card terminal, the issuer will bear the liability for the counterfeit fraud. 
The liability shift encourages chip adoption and reduces fraud because any chip-on-chip 
transaction (chip card read by a chip terminal) provides the dynamic authentication data that 
effectively mitigates counterfeit fraud. Experience from many countries has shown that liability 
shifts are the single most effective tool for moving markets to migrate from magnetic stripe 
environments to EMV chip.  

 
4) Could you expedite your transition to EMV cards? What would the costs and benefits be to 

doing so? 
 
The four-year timeline that Visa originally established in 2011 is actually quite aggressive 
considering the timelines we have seen in other markets. Further expediting this timeline would 
present additional challenges given the complexities of the payments ecosystem. There are 
thousands of market participants who need to make the appropriate and necessary investments 
in infrastructure and systems. Factors such as length of card and terminal lifecycles are critical 
factors in the time it will take to issue new EMV cards, replace terminals and integrate software 
into complex merchant point-of-sale environments. As stated earlier, we are mindful of key 
considerations including: ensuring a level playing field amongst stakeholders of all sizes, the 
potential costs to industry participants of transitioning millions of cards and millions of terminals to 
a new type of payments technology, and of implementing requirements in a way that will facilitate 
and encourage the growth of commerce. 
 
Visa is committed to working with issuers, acquirers, merchants, and others in the payments 
ecosystem as they migrate to EMV. We believe the roadmap we have established will effectively 
facilitate the transition in a timely manner.     

 
5) What other improvements are you pursuing to protect consumer data and prevent fraud? 

 
Visa recently announced, along with MasterCard and American Express, a proposal to create a 
new global industry security standard for payment tokenization. Replacing the traditional account 
number with a digital payment “token” for online and mobile transactions eliminates the need for 
the merchant, digital wallet operators or others to store (or protect) primary account numbers. 
Payment tokenization provides added benefits of restricting the token’s use to the domain (or 
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merchant) for which it was requested. This tokenization standard was developed to take 
advantage of EMV’s dynamic authentication, bringing elements of the same investments that are 
being made for EMV chip card technology to the mobile and eCommerce payment environments.  
 
Visa is committed to enhancing security measures that adjust to the evolving landscape and 
promote innovative approaches to payments, while mitigating and preventing fraud. Tokenization 
is one component in this multilayered approach, which also includes a number of other measures 
such as Visa Advanced Authorization, the Visa Consumer Authentication Service, Verified by 
Visa, and end-to-end encryption services available in the market today.  In addition, Visa works 
closely with merchants and financial institutions on network security to help prevent fraud, protect 
consumer information and respond quickly when there has been a data compromise.   

 
6) What are the main impediments to the adoption of EMV cards and other security 

improvements? 
 
Given the diverse payments ecosystem that exists in the U.S., there are a number of factors 
which impact any broad industry change, most notably cost to reissue cards and replace retailer 
terminals. There are thousands of market participants, including issuers, issuer processors, 
acquirers, acquirer processors, and merchants, each with varying degrees of sophistication, their 
own business objectives, financial drivers, and an evolving marketplace. Migrating this many 
stakeholders, while maintaining the reliability of the payment system that hundreds of millions of 
people have come to rely on, takes a significant investment in time, money and resources. 
Further, there are challenges to speeding implementation including the legal uncertainty 
associated with recent debit card regulation. Lack of clarity on the routing requirement and pricing 
for debit cards makes it difficult to ensure solutions and investments will be compliant with the 
law.  
 
Some industry groups are using recent data compromises to suggest that PIN for all payment 
transactions would be a safer alternative. Visa’s priority is to ensure that the use of static data 
such as PINs is steadily reduced in payments, particularly where more robust and dynamic 
technologies, EMV as an example, are available for protecting data. Indeed, PINs are particularly 
sensitive, as a compromise of PIN data could allow criminals to directly access funds in checking 
accounts or credit cards through ATMs. Mandating specific forms of customer authentication will 
also delay adoption and increase the cost of migrating to EMV, since the vast majority of 
merchants in the United States have chosen not to install the infrastructure necessary to accept 
PIN transactions, nor do they have the system capabilities to protect PIN data. Taking a “one size 
fits all” approach of requiring PIN for all chip transactions would inhibit payment methods and 
acceptance where PIN usage is not feasible, for example, “wave and go,” as well as new and 
innovative payment devices using mobile or other technology. 
 
Visa has worked to put in place a roadmap to help facilitate this transition and provide incentives 
for these investments so all participants can plan and implement the transition to EMV. Visa 
continues to engage with financial institutions, merchants and others in the payments system to 
ensure the Visa network and its endpoints are enabled to support the migration to EMV chip 
technology.  
 

                                                
i EMVCo LLC 



 
 

 
 
 
 
      
 

February 5, 2014 
 
 
 
Chairman Al Franken 
Subcommittee on Privacy, Technology, and the Law 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 
 
Dear Chairman Franken: 
 
In light of recent merchant breaches, we appreciate your interest in the safety and security of 
the payments system in our country and the opportunity to highlight our mutual interest in this 
topic. For more than 160 years, account security has been a top priority for Wells Fargo. Today, 
we remain as committed as ever and use proven technologies to protect our customers’ 
financial information and privacy.  
 
We continually work to further strengthen our fraud prevention measures, including – but not 
limited to – taking demonstrable steps toward offering, when appropriate, products with EMV 
technology. Along with a number of other technologies and security measures that are being 
used or developed by card issuers, EMV can help make transactions more secure in a “card 
present” situation. For “card not present” situations, like mobile and online payments, we 
continue working to ensure the safety and security of customer information. Further, we will 
continue collaborating with our industry colleagues in the payments system (card networks, 
merchants and issuing colleagues) to develop industry standards to help protect consumers.  
 
 

1. What is the status of your institution’s transition to EMV cards? 
 
First, it is important to note that today, very few domestic merchant terminals support EMV 
technology, so any EMV cards issued have limited merchant acceptance in the United States. As 
merchant chip card acceptance gains popularity in the U.S., we will evaluate the best way to 
support our customers’ credit card and debit card needs in advance of the networks’ mandated 
fraud liability shift scheduled for October 2015. The general principle behind the shift is that if 
the merchant has EMV capability and the card does not contain the EMV chip, the issuer will 
incur the fraud loss.  Likewise, if the card has the EMV chip, but the merchant does not have 
EMV equipment, the merchant will incur the loss.   
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For customers who travel to countries where EMV technology is more prevalent, we offer Visa-
branded consumer credit cards enabled with EMV technology upon request. If a new card is 
requested, it will be equipped with chip-based and contactless technology, as well as a magnetic 
stripe. That means Wells Fargo Visa consumer credit cardholders can use the card at any kind of 
terminal they may encounter.  

 
For our Wells Fargo debit card customers, we are in the process of completing EMV technical 
development. Our initial plan is to make these cards available to customers that travel 
internationally.  This development has been slowed in part as a result of the ruling in the NACS v 
Board of Governors of the Federal Reserve System case, which suggested that each type of 
authorization method, both signature and PIN, required two unaffiliated network routing 
options.  This ruling, which is on appeal, has created uncertainty as to network routing 
requirements and presents an obstacle to EMV implementation for debit cards. If the existing 
Regulation II routing rules issued by the Federal Reserve Board stand as is, there are options in 
place to support those requirements. 

 
 

2. When will all cards issued by your institution be EMV cards or include similar security 
features? 
 
As the fraud landscape evolves, we adapt our approach to fighting fraud and counteract new 
threats by using innovative tools and technology to help keep customer information safe. To 
that end, EMV and other proven fraud prevention strategies will always be in our fraud fighting 
toolkit. Though we do not currently have a date by which all cards will have an EMV chip, factors 
such as the fraud liability shift announced by Visa (scheduled for Oct. 2015) and the outcome of 
the NACS v. FRB case will heavily influence the timing of the payments system’s widespread 
adoption of this technology. 

 
 

3. What incentives do you provide or plan to provide to encourage consumers and retailers to 
use more secure payment methods?  Have these been effective? 
 
We believe the payment networks (Visa, MasterCard, and American Express), not issuers are 
best positioned to speak to the topic of incentivizing EMV adoption.  

 
Generally speaking, a secure payments system is in everyone’s best interest. Perhaps the 
strongest encouragement is Visa’s announcement that a counterfeit fraud liability shift would 
occur beginning October 2015.  As a financial institution, we are committed to working with 
colleagues in the payments system to ensure any potential fraud-prevention technology – 
including EMV – is explored and used to its best potential to help protect consumers. 

 
 

4. Could you expedite your transition to EMV cards? What would the costs and benefits be to 
doing so? 
 
We have the technical capability to issue debit and credit cards with EMV technology and, 
depending on our vendors’ capacity, we could likely issue at a faster pace.   However, there are 
several important points to consider:  

a. Consumer education of EMV utilization will need to be done in phases so merchants and 
financial institutions can ensure a smooth transition.   
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b. Because it takes an EMV card and an EMV point of sale terminal in order to leverage 
EMV technology, faster card issuance will not provide cardholders with a significant 
increase in security until such time as merchants have also upgraded their card 
acceptance equipment to be EMV compliant. As we have noted, very few domestic 
merchant terminals currently support EMV technology.   

c. A fully functional and vibrant EMV payments system provides limited fraud protection in  
“card not present” transactions such as those conducted online.  

 
 

5. What other improvements are you pursuing to protect consumer data and prevent fraud? 
 
The safety and security of our customers’ sensitive financial information is our top priority and 
for that reason, as a regular course of business, we look for ways to protect it. In fact, our 
regulator, the Office of the Comptroller of the Currency, examines us to ensure we are taking 
reasonable precautions to safeguard customer data and customer privacy.  

 
It is also important to point out that preventing counterfeit card fraud only represents one 
aspect of card security; we also work to protect cardholders against online fraud – a scenario 
not protected by EMV technology. 
 
Whether or not emerging fraud prevention technology has been implemented, our cardholders 
are protected by Zero Liability. This means that if a Wells Fargo Credit Card or Debit Card is ever 
lost, stolen or used without cardholder authorization and the cardholder provides us with 
prompt notification, the cardholder is protected against any unauthorized transactions made at 
merchants, over the phone, on the Internet or at an ATM.  

 
 

6. What are the main impediments to the adoption of EMV cards and other security 
improvements? 
 
As noted earlier, very few domestic merchant terminals support EMV technology, so any EMV 
cards issued today would have limited merchant acceptance in the United States.  As EMV card 
issuance becomes more prevalent, merchants will also need to upgrade to EMV capable point of 
sale terminals.  As merchant chip card acceptance gains popularity in the U.S., we will evaluate 
the best way to support our customers’ credit card and debit card needs in advance of the fraud 
liability shift scheduled for October 2015.  
 
Particularly in the debit card space, continued regulatory uncertainty – specifically the outcome 
of the NACS vs. FRB case – is an impediment.  Another impediment is the fact that EMV 
technology only addresses fraud in “card present” situations.  Separate solutions, and further 
investments, will be required to address fraud that occurs in a “card not present” situation.  

 
 
We share your interest in a strong payments system that affords consumers and merchants the 
ability to make secure transactions both domestically and abroad. Wells Fargo takes the 
security of our customers’ data very seriously and is constantly evaluating potential threats and 
new technologies to combat those threats. We are committed to working to continually 
improve offerings, policies and procedures, while also providing our customers with the tools 
and information they need to support a safe and secure payment environment.  Providing a 
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safe and secure environment for payments, whether at the point of sale, online, or in a mobile 
context, is a shared responsibility of merchants and the payments industry.  The threats to safe 
and secure payments are constant and dynamic.  To be effective, our fraud fighting tools also 
need to evolve and change, and no single technology can be the solution. 
 
We appreciate the opportunity to respond to your inquiry and would welcome the opportunity 
to discuss with you or your staff. 
 
Sincerely, 
 

 
 
 
 

 
Beverly J. Anderson       Edward M. Kadletz 
Executive Vice President     Executive Vice President 
Consumer Financial Services     Head of Debit Card 


